
CYBER SECURITY SERVICES

Not For Profit 
Industry Overview 

The world has seen a steady increase in 

cyber incidents over the past decade, 

however most recently this activity has 

increased exponentially for organisations 

of all sizes across the globe. Bad actors 

have attempted to take advantage of the 

global disruption that COVID has created 

to further their criminal agendas. 

Traditionally, the Not-for-Profit sector 

has been a big target for cyberattacks. 

These organisations are the keepers of a 

variety of data that is a virtual goldmine 

to hackers, such as credit card numbers, 

emails, personal identifying information, 

and health care information. In addition 

to being custodians of this sensitive data, 

Not-for-Profits also tend to be faced 

with a limited budget and resources 

with which to implement strategic 

cybersecurity practices. As such may be 

seen as extremely attractive soft targets to 

cybercriminals. 



Another unique cybersecurity challenge 
faced by Not-for-Profit organisations is the 
balancing of investment priorities. It is fair 
for an organisation to weigh up the value 
of funds invested into cyber security versus 
say a program to assist at-risk children or 
families. This balancing act, intersected 
with the need to have efficiency and 
simplicity to ensure that services are being 
delivered to those most in need, creates 
complexity that other sectors do not face. 

For Not-For-Profit organisations, which 
typically rely heavily on grants and donors, 
a cybersecurity breach that results in a loss 
of donor confidence can be lethal. Even 
if a non-profit organisation does survive 
the reputational loss, losing government 
funding could spell the end of the 
organisation. 

Intalock is one of Australia’s leading 
cyber security partners. For over 10 
years, Intalock has specialised in cyber 
security services, it is in our DNA. Our 
experience and expertise in the Not-for-
Profit industry comes from working with 
some of the largest organisation through 
to more singularly focused specialised 
organisations. We’ve helped dozens of Not-
for-Profits develop cyber programs that 
are pragmatic, cost-effective, and focused 
on assisting the delivery of services to 
those in need.  We assist our Not-for-Profit 
clients and their boards to fully understand 

Working regularly with both state and 
federal on programs such as Job Ready, we 
can ensure you understand government 
requirements and your responsibility in 
sharing, storing, and process information. 
This enables us to craft outcomes that 
meet upstream expectations and ensure 
compliance with all necessary programs. 

The Australian Charities and Not-For-
Profit Commission (ACNC) have released 
resources on cyber security including a 
“Governance Toolkit: Cybersecurity”.  

The key recommendations from ACNC 
are that Responsible Persons of the NFP 
manage cybersecurity risk via four steps:  

Having Intalock's SOC (Security 
Operations Centre) monitoring our 
security gave us a higher level of 
confidence 
- Peter Smith, Mission Australia

 ▶ Identify and assess the risks 

 ▶ Prevent incidents and mitigate risks 

 ▶ Engage people in the charity, and even 
third parties, to help manage risks 

 ▶ Take action when concerns, suspicion or 
complaints arise. 

how their cyber security program is 
performing to address their compliance 
gaps, applications vulnerabilities, workforce 
security awareness (including volunteers), 
and more.  



Intalock’s service offerings include:  

Advisory Services Technical Services Managed Services

 ▶ Gap Assessments 
against NIST, ISO27001, 
ASD Essential Eight or 
Australian Government 
ISM 

 ▶ ISMS implementation, 
audit and compliance 

 ▶ Cyber Security 
Roadmaps & Risk 
Management 
Frameworks 

 ▶ Threat and risk 
assessments, incl 3rd 
party, supply chain risk 

 ▶ Cyber incident response 
planning 

 ▶ Design, deploy and 
configure technical 
security controls 

 ▶ Identity management, 
threat, and information 
protection platforms 

 ▶ Cloud Security 
implementation and 
migrations 

 ▶ Security testing and 
threat emulation, incl 
penetration testing, 
phishing, and red/purple 
teaming 

 ▶ Security Operations 
Centre (SOC) and 
Managed Detection and 
Response (MDR) 

 ▶ Vulnerability 
Management as a 
Service 

 ▶ Backup as a Service 

 ▶ Managed security 
operations and tools 

 ▶ Digital Forensics and 
Incident Response 

 ▶ Ongoing Security 
Awareness Training 
program 

To learn how to protect your Not For Profit organisation and customers with 
Intalock cyber security solutions.  Contact the Intalock team today. 

  intalock.com.au/contact  

  1800 996 613

  contact@intalock.com.au

Security Operations Centre 

The Intalock Security Operation Centre (SOC) provides protection of your 
organisation’s information and systems, including the network, endpoints, and 
data. It provides 24x7 management, threat detection and response. Our managed 
SOC services are delivered by a dedicated, specialist team of technical leaders, 
analysts, and engineers. We apply our own, unique methodology and processes 
alongside leading cyber security technologies, offering your business the best 
possible protection  

Our SOC is supported by our Advanced Threat Response Unit, whose specialists 
provide threat intelligence, threat emulation and digital forensics support to our 
partners. 

https://www.intalock.com.au/contact/?utm_source=collateral&utm_medium=brochure&utm_campaign=
mailto:contact%40intalock.com.au?subject=

